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ABSTRACT 

This study aims to enhance the organizational and technical reliability of design solutions in 

nuclear power plant (NPP) construction projects, particularly under risk conditions. It focuses 

on identifying effective strategies to manage and mitigate risks throughout the project life cycle, 

ensuring the successful and safe completion of technically complex NPP facilities. The 

conducted system analysis is the basis of methodical recommendations on the selection of a 

rational option for the organization of the construction of a nuclear power plant (NPP). The 

results of the research article are based on the analysis of practical activities of the participants 

of the construction project of a unique and technically complex NPP facility, aimed at 

improving the organizational and technical reliability of design solutions at all stages of the 

project life cycle under risk conditions. Conclusions and practical recommendations have been 

made on the basis of the author’s membrane-method simulation model of risk analysis, 

developed using a modern approach to the application of automated systems of production 

process planning for the implementation of the NPP project. 

 

Keywords: nuclear power plant (NPP) construction, organizational and technical reliability 

management, mathematical modelling, computer risk modelling, risk management, industrial 

construction. 

 

 

RESUMO 

Este estudo visa aumentar a confiabilidade organizacional e técnica de soluções de projeto em 

projetos de construção de usinas nucleares (NPP), particularmente sob condições de risco. 

Centra-se na identificação de estratégias eficazes para gerir e mitigar riscos ao longo do ciclo 

de vida do projeto, garantindo a conclusão bem-sucedida e segura de instalações de centrais 

nucleares tecnicamente complexas. A análise do sistema realizada é a base de recomendações 

metódicas para a seleção de uma opção racional para a organização da construção de uma usina 

nuclear (NPP). Os resultados do artigo de pesquisa baseiam-se na análise das atividades práticas 

dos participantes do projeto de construção de uma instalação NPP única e tecnicamente 

complexa, que visa melhorar a confiabilidade organizacional e técnica das soluções de design 

em todas as fases do ciclo de vida do projeto sob condições de risco. Conclusões e 

recomendações práticas foram feitas com base no modelo de simulação de análise de risco do 

método de membrana do autor, desenvolvido usando uma abordagem moderna para a aplicação 

de sistemas automatizados de planejamento de processos de produção para a implementação do 

projeto NPP. 

Palavras-chave: construção de usina nuclear (NPP), gestão de confiabilidade organizacional e 

técnica, modelagem matemática, modelagem computacional de risco, gestão de risco, 

construção industrial. 

 

RESUMEN 

Este estudio tiene como objetivo mejorar la confiabilidad organizativa y técnica de las 

soluciones de diseño en proyectos de construcción de centrales nucleares (NPP), 

particularmente en condiciones de riesgo. Se centra en identificar estrategias efectivas para 
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gestionar y mitigar los riesgos a lo largo del ciclo de vida del proyecto, garantizando la 

finalización exitosa y segura de instalaciones de centrales nucleares técnicamente complejas. 

El análisis del sistema realizado es la base de recomendaciones metódicas sobre la selección de 

una opción racional para la organización de la construcción de una central nuclear (CN). Los 

resultados del artículo de investigación se basan en el análisis de las actividades prácticas de 

los participantes en el proyecto de construcción de una instalación de central nuclear única y 

técnicamente compleja, cuyo objetivo es mejorar la confiabilidad organizativa y técnica de las 

soluciones de diseño en todas las etapas del ciclo de vida del proyecto. condiciones de riesgo. 

Se formularon conclusiones y recomendaciones prácticas sobre la base del modelo de 

simulación de análisis de riesgos por el método de membrana del autor, desarrollado utilizando 

un enfoque moderno para la aplicación de sistemas automatizados de planificación de procesos 

de producción para la implementación del proyecto de central nuclear. 

 

Palabras clave: construcción de centrales nucleares (CN), gestión de confiabilidad 

organizacional y técnica, modelación matemática, modelación informática de riesgos, gestión 

de riesgos, construcción industrial. 

 

 

 

1. INTRODUCTION 

When studying modern theoretical and practical problems faced by the contractor and 

the customer of an EPC-contract (Wikipedia, the free encyclopedia, n.d.; Ermakova et al. 2023), 

used as a modern risk management tool (Grabovoy, 2012; Neftegaz.ru, 2012), there is a need 

for a comprehensive study of the issue related to the distribution of responsibility and emerging 

risks of non-compliance with the schedule and cost of megaprojects implemented under 

international contracts and intergovernmental agreements (Gusakova, Pavlov, 2022; Mazur, 

Shapiro, 2010). This matter is becoming more and more relevant in the field of nuclear energy 

and application of “peaceful atom” technologies, as it might entail significant economic losses 

for the customer. 

At the same time, the very application in practice of the EPC-contract for NPP project 

realization, on the one hand, makes it possible to transfer, delegate risks to another project 

participant (Khoruzhy et al. 2022), and on the other hand, the management system itself is 

transferred to the contractor’s area of responsibility, offering a mechanism for reducing and 

compensating the consequences of various types of risk (Kiseleva et al. 2023; Lyshchikova et 

al. 2023). However, the project risks themselves remain, often even intensified, or new types of 

risks emerge (Grabovy, 2017; Ovsyannikova, 2004; Safiullin et al. 2023). This once again 
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confirms that the application of EPC-contracts does not remove the risks and they are treated 

in their pure form, impersonally and independent of economic agents, Customer or Contractor. 

 

2. METHODS 

 

This study utilized a comprehensive system analysis approach to investigate the 

organizational and technical reliability in the construction of a Nuclear Power Plant (NPP) 

under risk conditions. The analysis was based on the practical activities of participants involved 

in a unique and technically complex NPP project, covering all stages of the project life cycle. 

The core methodological tool was the development and application of a membrane- 

method simulation model for risk analysis. This model was crafted using modern automated 

systems for production process planning, specifically tailored for NPP project implementation. 

The model's design focused on assessing and managing various types of risks, integrating long- 

term, medium-term, and short-term planning strategies for NPP construction. 

 

3. RESULTS AND DISCUSSION 

 

Scientific approaches and research methods of the membrane method of aggregate risk 

assessment and management 

The basis for using the proposed membrane method is organizational and technical 

reliability of decisions taken at the pre-investment stage under conditions of risk for the NPP 

construction organization (Fig. 1). This provides methodological guidelines for selecting a 

rational option for the management of various types of risks, taking into account the developed 

project risk map, and at subsequent stages its use in the technical specification of the planned 

NPP. 
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Figure 1. Algorithm for selecting an effective scenario and feasibility study of NPP 

construction by a responsible organization (pre-investment stage). 
Source: compiled by authors 

 

The concept of the membrane method assumes the assessment of organizational and 

technical reliability and risk management taking into account the choice of an effective 

management strategy associated with the application of long-term, medium-term and short-term 

planning of NPP construction on the basis of a specially created automatic control system of 

technical process ACSTP. Automated Control System of Technical Process is a set of hardware 

and software that carry out control and management of production and technological processes, 

maintain continuous feedback and actively influence the course of the process at deviation from 

set parameters; they also ensure the regulation and optimization of the controlled process. The 

ACSTP is based on the following requirements: 

 

• the control system is developed for a certain layer of the “membrane” of the investment 

project (Fig. 2); 
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• the system stabilizes the specified modes of the technological process using the 

developed map of project risks in real time (Fig. 1, item 4.1); 

• by analysing the current state of the technological process, the system allows identifying 

types of risks associated with pre-emergency situations and preventing accidents by 

transferring technological units to a safe state (both in automatic mode and under the 

control of operating personnel); 

• the system provides the engineering and technical personnel of the enterprise with the 

necessary information about the technological process to solve the tasks of control, 

accounting, analysis, planning and management of the production process (Grabovy, 

Lapidus, 2022; Sezyomin, 2022). 

 

 

Figure 2. General scheme illustrating the Membrane Method for assessing the 

organizational and technical reliability of the project and aggregate risk exposure. 
Source: compiled by authors 

 

As is known, risk in general form is a possible danger or threat of an unfavourable event, 

as well as an unexpected (including favourable) result of actions or event development, 

measured through the probability of occurrence of the event and the amount of damage (result 

adjustment) due to a certain action (Alshreideh et al., 2023; Gavrilov, Krasavina, n.d.; 

Ramenskaya, Pivovarova, 2018); 
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The membrane method of assessment of organizational and technical reliability (𝑃𝑟𝑒𝑙) 

taking into account the total risks (Vij) of a technically complex production system is based on 

the following parameters: 

1. risk-expert council is a collegial body (project group) specially formed for the project 

implementation, which includes experts for each type of risk, as well as staff and hired 

specialists for the development and implementation of software representing the 

corresponding membrane-type simulation model; 

2. risk probability degree is probable, unlikely and improbable possibility of occurrence 

of this type of investment risk (Vinv) depending on the possibility of occurrence; 

3. an indicator of the risk value Vz for a specific type of risk (M) from the initial level 

(formula 1) 

 

 

 
𝑀− 𝑀{𝑥 − 𝑧}𝑥 ≤ 𝑧 

𝑉𝑧 = − 
𝑀+ 

= 
𝑀{𝑥 − 𝑧}𝑥 ≥ 𝑧 

(1) 

4. main types of risk are the most significant risks by value; 

5. risk map (risk register) includes types of risks defined as significant for a particular 

technically complex production system; 

6. acceptable aggregate risk (Vmin) is the degree of risk, which is allowed by the simulation 

membrane model; 

7. compensatory measures form a set of actions leading to the reduction of the risk value 

to an acceptable one; 

8. Fig. 3 presents the aggregate risk model in general form, which further allows to 

determine: 

9. risk owner – a person responsible for a certain risk or group of risks within the project; 

10. risk management – a system of risk analysis adopted by the enterprise, aimed at 

influencing the identified or predicted and modelled risks; 

11. risk factor – cause, event, action (inaction), activity, influencing the occurrence and 

possibility of risk adjustment; 

12. risk management measures – planned and emergency actions taken to manage risks; 
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Figure 3. Model of the aggregate risk of the public contracting authority (state customer) in 

construction of a unique technically complex NPP project. 
Source: compiled by authors 

 

13. risk immanence – the state of the system, in which the risk, as well as its analysis and 

management are a permanent internal property of the system, inherent in the project and 

requiring continuous on-going monitoring, due to empirically achieved understanding 

of the possibility of new unplanned risks at any stage of implementation of a technically 

complex project; 

14. risk reporting –- the process of preparation and approval of data on risk analysis, results 

of risk analysis, risk management measures taken and the economic effect of these 

measures, formalized in accordance with the internal regulations of the company 

(reporting procedures), as well as the requirements of GOST standards for each risk or 

group of risks at all stages of the life cycle of a technically complex project. 

15. risk response strategy – a decision made based on the results of risk identification and 

its economic result, including such actions as (from smaller to larger) reduction, 
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acceptance, increase to an acceptable value, elimination, and stage delay 

(postponement). In the presented work the concept of risk transfer to an external 

counterparty is not considered due to the fact that regardless of the person responsible 

for the risk, this risk is subject to management, both on a contractual basis and on the 

basis of labor relations and internal regulations of the company, and the owner of the 

risk remains the same but their competencies are expanding, having absorbed the 

function of “risk curator,” a person responsible for interaction with the counterparty, 

technically assuming the risk. 

The study of aggregate risk exposure in NPP construction includes the following 

sequence of activities: 

• assessment of objective and subjective factors affecting a particular type of risk; 

• analysis of the factor space; 

• assessment of a specific type of risk and its influence in the total value of a specific type 

of risk; 

• determination of acceptable risk level; 

• analysing individual operations in accordance with the selected level of risk; and 

• development of risk reduction measures. 

 

 

In order to form a risk analysis system based on membrane-based reliability and risk 

management, we propose to divide the process into the following steps: 

1. Search and identification of risks; 

2. Verification of risks with the help of system methods used in the organization (checklist, 

decision tree, event tree, “what will happen if” method, as well as the expert method); 

3. Entering risks into a unified system adopted at the enterprise and using network 

schedules, test reports, surveys of specialists with data entry into questionnaires; 

4. Identification of planned risk parameters, deviations from which are planned to be 

controlled and, if necessary, corrected subsequently; 

5. General description of risk is performed for all types of risk and includes: a) description 

of risk; b) possible consequences of risk by options; c) the impact of risk on the timing 

Petr Grigorievich Grabovy, Denis Evgenyevich Sezemin 
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of the project; d) the monetary value of risk, affecting the total cost of the project; in 

this case, compensation measures, the decision taken, as well as the result of such a 

decision are formalized at a later stage of the membrane-based risk management 

process. The general formulation of the risk should contain, in addition to the name of 

the risk, its causes, consequences of its occurrence and the degree of impact on the 

project objectives, according to the membrane method, and an assessment of the impact 

on the overall economic performance of the project. 

It should be noted that to assess the risks of technically complex production systems, it 

is proposed to abandon the often used so-called pyramidal system of risk accounting, based on 

hierarchical structuring of risks, because newly emerging risks at any stage of the life cycle of 

the system can and will claim a more important place in the already formed pyramid of risks. 

The membrane type of overlapping layers of risk makes it possible to supplement the already 

existing structure of identified risks with new arrivals in the system and create an 

interpenetrating fine-cell structure of all types of project risks. 

6. After determining all risks of the system (with understanding of the immanence of 

risks of the project system), their classification is carried out, which can be based on the method 

of TECOP SH – technical, economic, commercial, organizational, political, supplemented by 

such a group of risks as demographics, the company’s position in society, its reputation, etc. 

Note: According to the data collected by the authors of the article “Development of risk 

classifier as a stage of successful risk management” published in the scientific and practical 

journal “Problems of risk analysis” (Brykalova et al., 2021), Rosatom Corporation uses the 

TECOP classification as a basic approach to the classification of risks. And this classification 

was the basis for the development of the Electronic Risk Classifier as part of the Unified System 

of Classification and Coding of Nuclear Energy (USCC NE) (Gavrilov, Krasavina, n.d.). 

7. Cumulative risk assessment 𝑉𝑖−𝑗 (the result of the process of assessing different types 

of risks) is to identify the impact of a particular type of risk on the project parameters embedded 

in the feasibility study.Risk assessment – the result of the risk assessment process is the 

determination of the impact of a certain risk on the project parameters included in the feasibility 
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study. Qualitative risks are divided by the degree of influence on the project; quantitative risks 

differ on the basis of probabilistic assessment. 

For qualitative assessment of risks, it is proposed to introduce weighting of each risk 

individually and in groups, with a total weight of 100 (Formula 2). 

The classification of risks provides a set of main factor indicators and forms a 

generalized assessment of the aggregate risk for the investment construction project in question 

according to the main phases of its life cycle. 

Expert analysis of the aggregate risk of the construction project, taking into account the 

industry-specific and regional situation, is considered by the authors as additive-weighted 

integration of risk scores: 

 

 

 

𝑉 = ∑𝑁 𝐴 ∗ 𝑉 ; 𝑉 = 
1 
∑𝑛𝑖 𝑎 𝑎 ; 

𝑖−𝑗 𝑖=1 𝑗 𝑗 𝑖 𝑀 𝑖=1 𝑖𝑗 𝑖𝑗 
(2) 

 

where Vij is a score of the і-th factor in ј type of risk; 

aij is the weight of the first factor in ј type of risk; 
ni is the number of considered factor attributes in the j type of risk; 

M is the boundary of the point scale (from 1 to 100); 

Aj is the weight of the j-th type of risk 

Vj is assessment of ј type of risk; 
V is a generalized indicator of aggregate risk. 0˂Vj 

< 1 and 0<Vi<1. 

In order to construct the risk curve and determine the level of losses, the authors 

introduce the concept of “risk areas” in the customer’s activity is introduced. 

The risk area of the construction project realized by a developer is a certain area of total 

losses in the external construction market, within the boundaries of which the losses do not 

exceed the limit value of the established risk level. 

It is proposed to organize the activity within a single scale from risk acceptance to risk 

avoidance (exclusion of action) and then divide the risks into groups depending on the degree 

of riskiness of action: 

1. Acceptable risks are those that can be accepted at a given stage of the project life 

cycle; it should be noted that risks at different stages of the project life cycle are also 
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distinguished by the degree and the actions that need to be taken to bring the risk to 

an acceptable level. 

2. Risks that should be reduced are those whose management reduces the likelihood of 

an event. Staff training is a prime example. 

3. Risks that should be increased are those leading to positive effects for the project. 

4. Planned risks are risks for which it is possible and acceptable to develop and 

implement an action plan to reduce risk to acceptable levels. 

5. Transferable risks, for which the best solution is to transfer them on a contractual 

basis under certain guarantees and responsibility of the contractor. 

6. Avoidable risks are those that result in the avoidance of a given action or such a 

significant change in the operation of the system that eliminates the risk. 

In this regard, the authors identify five main degrees of the customer’s risk at the main 

stages of the NPP construction life cycle: the area of minimal risk; the area of average risk; the 

area of increased risk; the area of critical risk; the area of unacceptable (catastrophic) risk (Fig. 

3). 

In order to implement the strategic goals of the Rosatom State Corporation it is proposed 

to separately identify and analyse the risks that may hinder the implementation of a particular 

NPP construction project, namely: 

 

1. increasing the share in the international nuclear power markets; 

2. reduction of production costs; 

3. reduction of production process time; 

4. introduction of new products to the market; 

5. global leadership in the field of technology (Grabovy, 2018). 

The introduction of the membrane method of risk assessment allows monitoring of all 

types of risks at all stages of the NPP construction project life cycle due to the unified 

systematization of all types of risks in one software program. This constant monitoring is 

achieved by the idea of development and implementation of a sub-function of regular system 

queries within a single software product. 
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4. CONCLUSION 

 

The authors would like to highlight the main novelty ideas of the Membrane Method 

of risk analysis developed by Denis Sezyomin. 

1. Distribution of risks by membrane layers. Each membrane layer is a stage (and its 

internal sub-stages) of the life cycle of the system; each risk presented in the membrane 

system is taken into account and considered a “sprout” that starts its way in the layer 

where it appears (or manifests itself) and can grow through all membrane layers, 

affecting the target indicators of the project; 

2. The Membrane Method represents a unified system of risk analysis regardless of risk 

category and degree, based on three – quantitative, qualitative and parametric – methods; 

3. By analogy with the medical method of contrast ultrasound (CT), the system allows 

using the colour contrast function to visually track certain types of risk, a more intense 

colour will indicate an area of increased risk; 

4. It will allow visual and numerical data necessary for making management strategic and 

operational decisions to be displayed on the monitors of project managers at corporate 

headquarters. 

5. Development of Membrane SDE software product on the basis of Sezyomin’s 

Membrane Method of risk analysis will provide software independent from Microsoft 

and Apple systems, with the parallel task of creating software-specific libraries. 

6. The created libraries (of errors and risks) should be published on a paid basis, including 

accessibility to foreign users under the condition of their multistage accreditation in 

accordance with legally defined procedures. 

7. Automatic generation of periodic reports (monthly, quarterly, annually, at the end of a 

stage, as well as for the entire project). 

8. The ability to generate any report in one click, taking into account the principle of 

priorities of managers and technical specialists in accordance with the specified scope 

of authority in the field of risk management of the company. 
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9. The system is configured in such a way that the notification about necessity of 

preparation by risk owners of the updated information on groups of risks for the monthly 

(quarterly) report is displayed automatically on a personal device of the risk owner and 

also the head of the company. Such a set of actions minimizes the risk of human factor 

influence on the execution of simple instructions for preparation of reporting in time 

(there will be no delay in execution). This is especially important for situations of new 

risk occurrence at any stage of the NPP project life cycle. 

10. The software based on the Membrane Method of risk assessment by Sezyomin makes it 

possible to apply a new concept of internal digital signature in the company, which will 

allow transferring materials for studying and collecting data confirming that the 

employee of the subdivision has read the document, in electronic form. 

 

 

Note: the costs of preparation, printing, collection of signature sheets and archiving in 

the physical sense of document flow should be estimated in monetary terms and compared with 

the costs of implementing electronic document flow using internal digital signature in the 

Corporation. 

 

In the corners of the stacked layers of the membrane system are four target parameters 

of the project: economic parameters (costs, project budget, rate of return, net profit), time- 

related parameter – realization of the project within the terms set by the feasibility study, 

qualitative parameters, and safety parameters of the project. 

Therefore, the purpose of the research presented in the article has been achieved: the 

task of determining and assessing the risk of NPP megaproject by applying the membrane 

method has been solved. 
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